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Abstract

Research concerning Russian Cyber Actors and the Islamic State of Iraq and Syria on the Deep
and Dark Web remains limited due to the complexity and difficulty of conducting research in the
unindexed hidden layers of the Internet. This research paper is intended to illuminate possible
interactions between Russian Cyber Actors and Islamic State in Iraq and Syria’s (ISIS) cyber
activity on the Deep and Dark Web with a focus on the United Cyber Caliphate using publicly

available information.

Despite various open source claims and related conjecture, our research during the fall of 2016
time period concludes that there are little or no discoverable and direct publicly available
communications between ‘Russian Cyber Actors’ and ‘ISIS’ and further, that there are similar
yet different behaviors and traits that distinguish the two acting bodies. Related to this, there are
indications that ISIS is passively monitoring Russian practices to emulate Russian activity,

enhance cyber skills, and establish a true United Cyber Caliphate with advanced capabilities.
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Russian Cyber Actors and Islamic State in Iraq and Syria Interaction on the Deep and Dark Web

The global spectrum of conflict in 2016 and going into 2017 includes — unfortunately —
many events and areas of interest from the South China Sea, to the southern Border of the United
States, and finally to the ongoing Civil War in Syria with relation to Islamic State in Iraq and
Syria (ISIS), Turkey, Syria, and Russia, among others. Our research, with focus on the Syrian
conflict and the cyber information battlefield, aimed to illuminate information around the
relationship, or not, between Russia and ISIS cyber capability providers after various open
source reports alluded to direct ties between the ISIS online footprint and Russia (intelNews |
“Islamic State’s online army is a Russian front, says German intelligence”, 2016).

Research concluded there are no direct ties between Russian cyber actors, state-sponsored
or otherwise and ISIS. Additionally, research demonstrates there are no direct ties with ISIS-
affiliated cyber actors or a topically affiliated group, the United Cyber Caliphate. No direct ties
could be identified using publicly available information that other than unconfirmed open source
news media. Therefore, it was important to take additional steps and assess the utilization of the
Deep and Dark Web among various groups with Russian affiliation; such groups are also likely
to use these areas of the internet for illicit activity (Dishman, 2016). There are, however,
indications that ISIS affiliated cyber actors are passively monitoring Russian activity to possibly
establish their own robust United Cyber Caliphate to conduct cyber jihad (reference the

Appendix for definitions).
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Research Domain - Defining the Layers of the Internet

The size of the Internet and data contained within its three layers (clear net, deep and

dark web/nets) is immeasurable as the vast majority of data is not indexed and hidden within the

layers known as the Deep and Dark Webs. Before a thorough analysis may be carried out, we

must clearly define what each layer of the Internet is, how to get there, and the unique

characteristics and purposes that drive cyber actors to use any particular layer. As the below

table depicts, there are three layers of the Internet: The Clear Web, the Deep Web, and the Dark

Web, each with its own unique characteristics and use as depicted in Table 1 (ref: Appendix).

Type

Characteristics

Access

Reasons for Use - Normal
Activity

Clear Web or

e Largely indexed and easily

e Search Engines:

e Everyday searches and

Surface Web navigable Google, Bing, everyday information: “Google
Yahoo, Duck- it”
Duck-Go, etc. e “How is the weather in
Direct URLs Washington DC?”
e Online shopping and
purchasing
Deep Web Restricted Access Username and ¢ Financial and Banking data
Partially indexed Password e Chatrooms
Connected to Clear Web interfaces protected sites e Blogs
Blogs and forums
that require
registration
Mobile
applications
Dark Web Not indexed by traditional search Requires special | ® Forums
engines software and ¢ Blogs

Peer-to-peer

Can be connected to Clear Web
interfaces

Alphanumeric URLs ending with
.onion, .i2p, .bit, .onion.to

Known as the “internet on top of
the internet”

Thought of as a place for
illegal/illicit activity, but not always
the case

network
configurations:
The Onion
Router (TOR),
12P, Freenet,
Zeronet,
Tor2Web

e Security and anonymity-
conscious personnel hosting
websites and information

e Marketplaces, Bitcoin services,
hitman services, pornography,
hacker chatrooms, hacker
forums, email services,
fraudulent documents,
financial documents, weapons,
torrents...etc.

Table 1. Description of Web Layers
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Scoping the Research Area - Assessing the Ties between Russia and ISIS

For reasons of national security, it is important to continue to monitor the passive,
possibly indirect, relationship between Russia and ISIS, as the latter appears to be making strides
towards improvements in their cyber capability and truly establishing what is known as the
United Cyber Caliphate. To assess the presence of ties between Russian cyber actors and ISIS
Cyber actors, and between July and December of 2016, we conducted research across 289 Deep
and Dark Web forums; all found to have differing uses connected to both legitimate and illicit
internet activity. As shown in Image 1 below, we have outlined the three cyber-groups of
interest for this research to include the United Cyber Caliphate, ISIS “Hackers”, and Russian
“Hackers”. The following pages provide more detailed analysis on each of these three

demographics and the interactions or behaviors between them.

Image 1: Comparison of Activities on the Deep and Dark Web
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Each of the groups has a vested interest in hacking. Whether this activity is in
performing Distributed Denial of Service (DDoS) attacks or simply hacking email and social
media accounts for propaganda reasons, information sharing, or command and control methods,
all groups continue to disrupt every day activity and illegally obtain data though hacking to

support their specific agendas (ref: Appendix).

Russia: Cyber Deep and Dark Web Trends

The Russian use of disinformation campaigns took shape in the 1960s with Soviet
tradecraft known as dezinformatsiya, the injection of false information with the intent to deceive
public opinion. Disinformation operations differ from conventional propaganda in that their
origin and activity usually involve some form of clandestine action (Barron, 1974). The
disinformation campaign, employed by the Soviets has now morphed into a very powerful and
extensive cyber disinformation campaign present in the digital domain (ref: Appendix).

This campaign seems to have first appeared in 2003 with various stories published in
Russia. The earliest documented allegations of the existence of online "Russian Trolls" appears
to be in the April 2003 Vestnik Online article "The Virtual Eye of Big Brother" by French
journalist Anna Polyanskaya (Polyanskaya, 2003). Polyanskaya was a former assistant to
assassinated Russian politician Galina Starovoitova and two other authors, Andrey Krivov and
Ivan Lomako.

While explicit ties between Russia's various intelligence services and hackers remain
“plausibly deniable,” the common belief now accepted among cyber security professionals is that
Russia is employing layers of malign cyber actors with various degrees of direct control
(Dayspring, 2015). On one end of the spectrum are state-run cyber-espionage organizations such

as the Sofacy Group, also known as the Advanced Persistent Threat 28 or “APT 28” (Schindler,
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2016). At the other end is the “volunteer hacker,” who engages in what may be called cyber-
mischief, and is supportive of Russian President Putin’s goals and rhetoric (Matthews, 2015).
Within this spectrum are also “cyber-mafia,” organizations which engage in any criminal
behavior provided it doesn’t target Russia and focuses on Kremlin priorities and propaganda
when requested (Matthews, 2015) (ref: Appendix).

One of the most influential Russian state-sponsored groups is the Web Brigades, also
known as the Troll Army. The Troll Army consists of online anonymous entities acting as
political commentators and linked to the Russian government. Jessikka Aro and Andre Chen
(Chen, 2015), both journalists, conducted research on the Troll Army and published their
findings in the New York Times. Publicly available information indicates these trolls physically
work at the Internet Research Agency in Saint Petersburg, Russia in addition to other
undisclosed locations (Chen, 2015). Based on observable information, as well as Tactics,
Techniques, and Procedures (TTP) tracked across these different platforms, the primary mission
of the Russian Web Brigades appears to revolve around maintaining an aggressive online, pro-
Russian, disinformation campaign (Priest, Nakashima, & Hamburger, 2016) on the Clear Web
(see Appendix for definitions).

Russian state-sponsored activity is near impossible to identify on the Deep or Dark Web
as they are not the typical egotistical hackers that brag about their abilities. A small percentage
of the Troll Army is presumed to be active on the forums offering their hacking skills and
abilities as a service (Matthews, 2015). Our research revealed most Russian Dark Web activity is
discoverable through The Onion Router (TOR) Browser with some activity found on I12P forums.
Findings in Russian language pages on Dark Web forums were consistent with the findings on

the Deep Web; however, we did find the Dark Web forms contain significantly more criminal
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activity, such as drug and weapons sales, torrent activity, anarchist activity, and pornography.
Based on our research, there was no direct information pertaining directly to state-sponsored
cyber organizations activity found within Deep or Dark Web forums; not surprising considering
the sophistication and guidance that is well-known from this State. Most information contained

within the Deep and Dark Web provided links to Clear Web articles and news reports.

Russian Dark Web TTPs

Research Methodology and Key Insights

- forums assessed as

Russian affiliated

24

active Russian
hacker forums

Top Forum Discussion Topics: Top Hacker Conversations:

2 8 9 - Fraud ' - How-to guides
- Hacking ; - Hacks
forums - Carding (credit card theft) ' - Social media access (sale)
analyzed - Malware

Image 2: Russian Deep and Dark Web TTPs

We conducted manual (i.e. no automated data collection) research on 73 known Russian-
affiliated Deep/Dark web forums over a period of 45 days that had 67,952 posts all centered
around current events and hacking, credit card and financial fraud, fraudulent documents, cyber
security, software hacks, and online gaming information. These forums are where most users go

to obtain “legitimate” information regarding hacking, bitcoins, and various criminal activities.
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There were two known popular Russian Dark Web forums with 3809 posts during this
time period. The activity contained within these forums revolved around hacking, carding, and
sales of illicit goods through Dark Web online marketplaces. Russian activity on the Dark Web
has been in existence for many years, and some sites have been around so long that there is a
growing interest in exploring the use of the Dark Web due to the anonymity it provides for the
average security-conscious individual. Among the forums, we identified three that reasonably
involved state-sponsored activity within the Deep Web. These forums contained a total of
138,325 posts during the research time period; information predominantly revolved around news
and current events. One forum centered specifically on current events in Ukraine, and another
specifically focused on community and business events in Sevastopol ("Sevastopol.info ¢
I'maBHas ctpanuna," 2016.), on the Crimean Peninsula ("PrisonPlanet Forum - Index," 2016.).

Illegal and criminal activity was not found on these forums.

ISIS Cyber Deep and Dark Web Trends

From a non-state actor perspective, it is important to consider how ISIS has come to use
the Deep and Dark Web, as well as how they are using the Clear Web to aid in their activities
within other layers of the Internet. ISIS spent several years establishing their digital footprint on
all layers of the Internet. ISIS members, supporters and affiliates, media producers, Cyber
Caliphate hackers and supporters, aspiring jihadists, and potential recruits all maintain a robust
presence that continues to evolve and change given the many challenges their online presence
faces. ISIS began creating their digital footprint in 2011, when they appeared in forums and
applied online propaganda techniques learned from Al-Qaida in Iraq. By 2013 ISIS was

established and growing online. The height of ISIS’ online digital campaign arrived in 2014

pg. 9



White Canvas Group LLC — N0001416P3021 — Fall 2016

when they had multiple websites and their social media propaganda machines were producing
professional content daily.

The hacktivist group Anonymous has targeted ISIS as part of their digital
counterinsurgency movement ("Anonymous Official Website," 2016.). Anonymous consists of
independent coders and activists from around the world and has established the “Ghost Security
Group,” a counterterrorism organization that combats extremism on the digital front lines using
the internet as a weapon. According to Ghost Security Group, “Our cyber operations consist of
collecting actionable threat data, advanced analytics, offensive strategies, surveillance and
providing situational awareness through constant cyber terrain vigilance” ("Ghost Security
Group™ — Cyber Terrain Vigilance," 2016). They established Op-ISIS and other “Op”
campaigns designed to target ISIS’s digital footprint. The hacktivist movement and the use of
crowdsourcing to identify ISIS websites and online entities have resulted in the quick targeting
and removal of social media accounts and Clear Web activity. ISIS doggedly continues to create
new sites and accounts despite the average pro-ISIS social media account and ISIS website
remaining active for less than 24 hours before being shut down. ISIS Clear Web activity is
notable due to all Deep and Dark Web activity consistently pointing to the Clear Web (see
Appendix for definitions).

Additionally, Anonymous targeted and took down the Deep Web forum hosted at the
ansarl.info URL. Our research further investigated the network, and learned that prior to the
attack the server running the site was in Ukraine at Internet Protocol (IP) address 31.41.221.158.
However, the website contained a link to the website administrators. The link led to a new
website: alkhelafa.eu. At the time of discovery, this website was down. The new site was

registered to IP 151.80.105.170, located in France (ref: Appendix for terms).
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Image 3 below highlights the various networks and infrastructure connections to further
discover several affiliated sites with similar names. Particularly, we found one spelled slightly
differently: www.al-khelafa.eu. This website was running and contained updates from the
previous day (NOV 2016). Both sites were hosted on the same IP listed above, and the server
was in Roubaix, France. We next located two mail exchange servers connected to the

alkhelafa.eu domain. They were being hosted on IP 82.214.72.222 in Berlin, Germany.

® ,
B
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Image 3: Investigation into ansarl.info resulted into discovery of additional Deep Web Forums.

Both mail servers were also linked to the old ansarl.info domain. To clarify, the group
repurposed the mail exchange servers, and simply moved the webpages to new hosted servers
from Ukraine to France. The distribution of mail exchange servers and the website server
indicates a distributed security methodology undertaken by the website network creators or
administrators. There was no clear evidence of any direct Russian influence, but these various

methods of changing — methodically — administrators, hosting services, and infrastructure
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components is widely known and has been utilized extensively by affiliated Russian cyber

criminals.

ISIS Dark Web TTPs

Research Methodology and Key Insights

B 11

forums assessed as
ISIS affiliated

24

Arabic hacking
forums

E Top Forum Discussion Topics: Top Hacker Conversations:
2 8 9 : - Hacking : - How-to guides

: - Fraud : - Social media accounts
forums : - News : - Sales
analyzed : - Propaganda ' - Marketplace

Image 4: ISIS Deep and Dark Web TTPs

During this 45 day research period, we analyzed (again, manually) 11 ISIS affiliated
forums and 24 Arabic Language hacking forums. ISIS activity in the Deep Web can be summed
up as forums which primarily contain many Clear Web links that lead to easily discoverable
information, or extremely hard to access discussion and planning mediums (i.e. Telegram,
Wickr, Dark Web user-only forums). ISIS supporters use these forums as a repository of
information from vetted or known sources and posters. Analysis of ISIS’s eleven active forums
revealed approximately 7359 posts containing propaganda and news articles, primarily linking to
the Clear Web. While there are no overt ISIS-affiliated hacking forums, activity on the Arabic
language hacking forums in twelve unique Deep Web forums comprised of 17,229 posts

revolving around torrents, software hacks, general hacking, malware news, and coding. There is
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some Dark Web illicit activity concerning credit card fraud, and less than 1% of the information
is marketplace activity and there were no dedicated Arabic Dark Web marketplaces accessed or
analyzed.

Analysis of the posts on the top-tier Jihadist forums Shamikh and Manbar indicated most
of their information resides on the Clear Web. All links shared on these Deep Web forms lead to
external websites residing on the Clear Web in ‘digital dead-drop’ locations like JustPaste.it or
Pastebin. These links are consistent with Clear Web findings, and again, they use many
anonymous pasting or dumping sites to replicate and share their propaganda. It is clear ISIS
actively recruits and promotes members to learn cyber skills to continue their cyber jihad, which
is evident by the number of Arabic language hacking forms which primarily contain how-to
publications and videos. It is also clear the call for jihadi cyber skills resulted in an increase of
motivated learners in the Deep Web forums, as they understand that it is much more difficult to
monitor. These forums are also a medium through which ISIS have learned and adopted known
TTPs and call them their own.

ISIS activity on the Dark Web is minimal despite claims by Google that they are being
pushed towards operations on this layer of the internet (Vitaris, 2016). There is an interest in
moving to the Dark Web with the number of YouTube videos being published in Arabic that
cover the basics on how to use Tor and how-to guides on the Dark Web. ISIS affiliates have
expressed concerns with the Deep Web forms based on the amount of forbidden content, such as
porn and drugs, which make the Dark Web something to be avoided or used sparingly. There are
no direct links indicating ISIS is conducting illicit or criminal activities such as weapons sales on

the Deep or Dark Webs.
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In November 2015, ISIS established their first Dark Website entitled “Isdarat.”
Controversy surrounded this site after it was taken down by Anonymous and further exploitation
was conducted on this site. Upon examination the logs associated with this Dark Website held
information for DarkZhyk, a known Russian Keylogger containing a Remote Access Trojan
(RAT), which points to possible Russian influence; however, the IP address associated with this
website was 25.154.73.36, which belongs to the United Kingdom’s Ministry of Defense (29 |
November | 2015 | Krypt3ia, 2015). This led to the questioning of the validity of this Dark Web
activity truly being owned by ISIS (see Appendix for definitions).

An older Al-Qaida Dark Website entitled “Jihad Archives” was discovered; analysis of
this site indicated it was in use from 2008 through 2012 ("Jihad Archives," 2012). This site
contains over 5000 files covering a variety of personas, information on Afghanistan, Somalia,
September 11th, Arab Spring Publications, and others. The United Cyber Caliphate promoted
this website on their Telegram Channel on September 6th, perhaps with the end goal of it being
repurposed for ISIS media and propaganda, or perhaps seeing this as a means to have a stable
presence on the Dark Web ("Pro-ISIS Cyber Kahilafah Hacking Group Previews Jehad Archives
On The Darknet On Telegram | The Cyber & Jihad Lab," 2016).

An additional site, “Muslim News,” was discovered on the Dark Web ("Muslim News,"
2016). This website contains no direct indicators linking it to be an actual ISIS website.
Examination of this site reveals all links shared lead to external websites hosted on the Clear
Web. These links are consistent with independent Clear Web searches. Given the simplicity of
these sites, and that all links are external indicate ISIS may not yet have the capability to

establish and adequately host a website on the Dark Web (08 | August | 2016 | Krypt3ia, 2016).

pg. 14



White Canvas Group LLC — N0001416P3021 — Fall 2016

Who is the United Cyber Caliphate?

The types of activities each of these groups conduct within the Deep and Dark Webs have
some similarities but vary in expertise and intent. When examining capabilities of Russian state-
sponsored actors, as well as non-state sponsored actors, we find they are exceptionally capable
and quite sophisticated in the cyber realm (Hellmann, 2016). The Russian capability is known to
be an extension of their intelligence services and active around the world but (based on open
source, it is pure speculation and conjecture, with very little solid and technically backed
evidence) it is possible Russia’s greatest weapon may be its hackers (Matthews, 2015). ISIS and
the United Cyber Caliphate (UCC) on the other hand neither have a strong cyber capability, nor
state-sponsorship backing their attempts to expand their expertise.

First appearing in 2014, The Islamic State Hacking Division (ISHD) was led by Junaid
Hussain, a known British hacker who, pledging allegiance to ISIS, was killed during an airstrike
in 2015. ISHD claimed responsibility for several hacks and U.S. kill-list publications (Stalinsky
& Sosnow, 2015). Today they are better known as the UCC and are considered to be “the ISIS
hacker wing” despite the lack of evidence indicating the UCC is a professional hacking
organization (see Appendix for definitions).

After Junaid Hussain's death, by March 2016, the group appeared to be sub-divided into
four divisions: Ghost Caliphate Section; Sons Caliphate Army; Cyber Caliphate Army; and,
Kalachnikv E-security team (Smith, 2016). In April 2016, these four groups united under one
banner and named themselves the “United Cyber Caliphate.” UCC activity consists of
decentralized activity with controversy surrounding the UCC due to the lack of proof suggesting
ISIS leadership established the UCC to conduct cyberattacks. As noted throughout, there is

continued suspicion of Russian backing of the UCC in order to create a false flag (Gilbert, 2015).
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The controversy surrounding Russian involvement and the use of the UCC as a false flag
surfaced in June of 2016 when Der Spiegel, a German-based news agency, first released their
story citing German Intelligence as their source. The allegation of Russia conducting False Flag
operations was not surprising as Russian Intelligence Services excel at such activity ("Cyber
Caliphate or Kremlin False-Flag? | iHLS Israel Homeland Security," 2016). However, this
allegation is unsubstantiated from publicly available information as there are no indications—
technical or otherwise—the groups are tied.

Plausible deniability, and perhaps weak or vacillating Western responses, offers Russia
an opportunity to exercise methods, demonstrate capability, and incite fear. In the case of the
United Cyber Caliphate, deniability allows the Russians to misdirect attention, while possibly
preparing to execute their plans while the West is not paying attention and focused on the false
flags.

It is also plausible Russian actors may find it useful to persuade those with actual ties to
ISIS to engage in concerted attacks on Western targets. Russian intent may be to direct
resources and attention away from their activities, to test Western defenses and to provide the
capacity to conduct a larger scale attack or provide cover to more serious espionage attempts.
The UCC lacks the sophistication Russian backing would provide should this claim be
substantiated (Schindler, 2016).

In early October 2016, the United Cyber Caliphate established a page on Zeronet, which
is virtually impossible to take offline at this point; however, the authenticity of this page remains
undetermined due to the lack of information available. The UCC’s use of this Dark Web

technology is notable as it is an indicator the UCC is advancing their cyber capabilities.
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Additionally, the UCC uses this specific Dark Web technology because of the difficulty

associated with conducting DDoS attacks targeting ZeroNet sites (ref: Appendix for definitions).

Conclusion and Summary

Russian language Dark Web activity is more prominent than any discovered Arabic
language activity. There are no discoverable Arabic language forums of any type on the Dark
Web; however there are a significant number of Arabic Language Deep Web forums. ISIS, using
primarily Arabic as their primary language by which to communicate, has a very limited cyber
capability and limited presence on the Dark Web. The vast majority of Islamist propaganda,
messaging, and recruiting along with other activity can be readily found on the Clear Web (Bean,
2015).

We can assess with confidence ISIS is attempting to grow its cyber capability to mirror
that of the Russian cyber actors, specifically the trolls on the Clear Web. ISIS-affiliates are
emulating this activity by establishing Facebook and Twitter entities who appear to be bots rather
than real human beings, and are adjusting smoothly and with effectiveness to the various efforts
to “delete or purge” these accounts by the domain providers. Most of those profiles are used to
retweet messages and to exchange mini-URLs or dump site addresses. There seems to be no
bilateral communication going on between the ISIS profiles and the Russian troll army.
However, the use of social media to create a common theme, unite like-minded individuals,
harass Western countries, and establish command and control communication centers are all
activities both the Russians and ISIS participate online.

Despite differences between Russia and ISIS, there are multiple forums on the Deep

Web, in nearly every language, that focus on hacking and the exchange of hacking information.
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There is a strong desire of both groups to improve their hacking skills. The Russians are not as
vocal online about their hacking skills as are ISIS and the United Cyber Caliphate. Instead, the
Russians monitor what the rest of the world is claiming they have done by posting publicly
available news media stories about their successes, while perhaps assisting or using other groups,
such as ISIS, as a scapegoat to cover their tracks. ISIS-affiliated entities, on the other hand, are
actively exchanging and sharing information within their hacking forums. The United Cyber
Caliphate has no discoverable presence on the Deep or Dark Web; their activity has been located
on the Clear Web.

It may be important to note that with the steady rise of Islamist activity around the world
and related condemnation-like communications on the Internet, hackers worldwide have vowed
to take on the fight against radicalism, in some cases joining forces with hacktivist groups such
as Anonymous. However, there is no evidence of Russian social media activity directly targeting
ISIS or evidence of Russians participating in any of these hacktivist movements. This absence of
information or Russian dialogue coordinating attacks against ISIS online strains credulity to the
point of impossibility. Given the known ability of Russia’s formidable cyber capabilities, the
lack of activity targeting ISIS or other terrorist groups that are within the Russian areas of
interest such as the rise of the Chechen Islamists, specifically those who have sworn allegiance to
ISIS is surprising. No communications were discovered on the Deep and Dark Web regarding

this topic and nothing has surfaced on the Clear Web.

ISIS on the other hand is loud and currently unsophisticated in hacking. Nevertheless,
ISIS capabilities are growing and we witnessed several threads calling for lone-wolf actors to
learn hacking skills on the Deep Web; the threads provided links to Clear Web information and

classes. It is evident ISIS cyber actors have mastered social media as a command and control
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communicative platform and one from which to launch effective hearts and minds operations on
the Clear Web. ISIS activity on the Deep Web is limited to the sharing of TTPs and
dissemination of Clear Web links. They have a limited Dark Web capability that once again
points immediately to the Clear Web, which indicates ISIS is attempting to move to the Dark

Web, but lacks the sophistication required to maintain a presence of forum at this time.

The presence of ISIS actors on mobile applications should remain a focus as they use
these channels to publish propaganda and links to websites that would otherwise immediately be
taken offline, or be subjected to rapid account suspension and content deletion. ISIS’ desire for a
permanent digital online presence is evident in the redundancy in which they publish and push
their propaganda on multiple websites and social media platforms. The multiple website
approach is the only means to ensure their propaganda has a better chance of reaching the
intended audience to promote their message and agenda. A large portion of ISIS data also
resides on the Deep Web accessed via Telegram and WhatsApp, mobile applications (apps)
which offer peer to peer encryption. Apps such as these are easier to maintain since they are not
immediately subjected to cyber-attacks and Terms of Service violations.

While there is evidence ISIS cyber actors passively monitor Russian cyber actors in the
Deep and Dark Web, there is no evidence of direct communication between the two entities. The
desire to maintain anonymity on the Internet, protect individual identities while spreading
propaganda, and conduct massive disinformation campaigns to influence global events is a

common denominator between the two groups.

Indications of ISIS’ passive observance of Russian Deep and Dark Web TTPs exist in
loose, indirect ways. This existence was only identified by first studying both the TTPs of how

Russian actors and ISIS-affiliated actors use the Deep and Dark Web independently, then
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assessing the convergence of TTPs. A remaining outlier is the Cyber Caliphate. Mainstream
media appears to project the message the United Cyber Caliphate is not related to ISIS, but is
rather backed by either Russian Hackers or Russian State Sponsored cyber criminals as part of a
global campaign. However, our research provided no evidence to support the Der Spiegel claim,
or any other mainstream media claim, identifying direct ties between Russia, state-sponsored or
not, and the United Cyber Caliphate. It is possible media stories supporting this theory represent
a disinformation campaign in and of itself, or that certain behavior mimics attributed Russian

activity.

pg. 20



White Canvas Group LLC — N0001416P3021 — Fall 2016

References
20 | June | 2016 | inteINews | “Islamic State’s online army is a Russian front, says German

intelligence” | (2016, December 8). Retrieved from https://intelnews.org/2016/06/20/01-

1921/

08 | August | 2016 | Krypt3ia [Web log post]. (2016, August 8). Retrieved from
https://krypt3ia.wordpress.com/2016/08/08/

29 | November | 2015 | Krypt3ia [Web log post]. (2015, November 29). Retrieved from
https://krypt3ia.wordpress.com/2015/11/29/

Anonymous Official Website. (n.d.). Retrieved from http://anonofticial.com/

Barron, J. (1974). John Barron: Dezinformatsiya: The KGB’s Disinformation Activities.
Retrieved from http://www.heretical.com/miscella/dinform.html

Bean, D. (2015, August). How ISIS Made Twitter One of Its Main Recruiting Tools - And What
Can Be Done About It. Retrieved from http://ijr.com/2015/08/380544-how-isis-made-
twitter-one-of-its-main-recruiting-tools-and-what-can-be-done-about-it/

Chen, A. (2015, June 2). The Agency - The New York Times. Retrieved from
http://www.nytimes.com/2015/06/07/magazine/the-agency.html

Cyber Caliphate or Kremlin False-Flag? | iHLS Israecl Homeland Security. (2016, June).
Retrieved from http://i-hls.com/2016/06/cyber-caliphate-or-kremlin-false-flag/

Dayspring, S. M. (2015, December). Toward a theory of hybrid warfare: The Russian conduct
of war during peace. Retrieved from
http://calhoun.nps.edu/bitstream/handle/10945/47931/15Dec_Dayspring_Stephen.pdf?se

quence=1

pg. 21



White Canvas Group LLC — N0001416P3021 — Fall 2016

Dishman, C. (2016, October 25). 6 Terrorist and Criminal Dynamics: A Look Beyond the
Horizon. Retrieved from http://cco.ndu.edu/News/Article/980805/6-terrorist-and-
criminal-dynamics-a-look-beyond-the-horizon/

Ghost Security Group™ — Cyber Terrain Vigilance. (n.d.). Retrieved from
https://ghostsecuritygroup.com/

Gilbert, D. (2015, June 11). Why Kremlin-backed Russian hackers blamed Isis for cyberattack
on TVS5 Monde. Retrieved from http://www.ibtimes.co.uk/why-kremlin-backed-russian-
hackers-blamed-isis-cyberattack-tv5-monde-1505629

Hellmann, J. (2016, September 11). CIA director warns of 'sophisticated' Russian hacking
capabilities | TheHill. Retrieved from http://thehill.com/blogs/blog-briefing-
room/news/295344-cia-director-russia-has-sophisticated-cyber-capabilities

Jihad Archives. (2012). Retrieved from agjz2pjpagqsm2cg.onion/index.html

Matthews, O. (2015, May 7). Russia's Greatest Weapon May Be Its Hackers. Retrieved from
http://www.newsweek.com/2015/05/15/russias-greatest-weapon-may-be-its-hackers-
328864.html

Muslim News. (2016). Retrieved from http://ou7zytv3h2yaosqq.onion

Polyanskaya, A. (2003, April 30). The Virtual Eye of Big Brother. Retrieved from
http://www.vestnik.com/issues/2003/0430/win/polyanskaya krivov lomko.htm

Priest, D., Nakashima, E., & Hamburger, T. (2016, September 5). U.S. investigating potential
covert Russian plan to disrupt November elections - The Washington Post. Retrieved
from http://www.washingtonpost.com/world/national-security/intelligence-community-
investigating-covert-russian-influence-operations-in-the-united-

states/2016/09/04/aec27fa0-7156-11e6-8533-6b0b0ded0253 story.html

pg. 22



White Canvas Group LLC — N0001416P3021 — Fall 2016

PrisonPlanet Forum - Index. (n.d.). Retrieved from http://forum.prisonplanet.com/index.php
Pro-ISIS Cyber Kahilafah Hacking Group Previews Jehad Archives On The Darknet On
Telegram | The Cyber & Jihad Lab. (2016, September 9). Retrieved from
http://cjlab.memri.org/lab-projects/monitoring-jihadi-and-hacktivist-activity/pro-isis-
cyber-kahilafah-hacking-group-previews-jehad-archives-on-the-darknet-on-telegram/
Schindler, J. R. (2016, June 18). False Flags: The Kremlin’s Hidden Cyber Hand | Observer.
Retrieved from http://observer.com/2016/06/false-flags-the-kremlins-hidden-cyber-hand/
Sevastopol.info ¢ I'maBHas ctpanuma. (n.d.). Retrieved from http://forum.sevastopol.info/
Smith, C. (2016, April 28). ISIS: United Cyber Caliphate hackers and operations detailed in
report | BGR. Retrieved from http://bgr.com/2016/04/28/isis-united-cyber-caliphate-
hackers/
Stalinsky, S., & Sosnow, R. (2015, August 21). Hacking In The Name Of The Islamic State
(ISIS). Retrieved from http://www.memrijttm.org/content/view_print/report/8714
Vitaris, B. (2016, January 25). Google: ISIS Should Be Pushed Back To Dark Web - Deep Dot
Web. Retrieved from https://www.deepdotweb.com/2016/01/25/google-isis-should-be-

pushed-back-to-dark-web/

pg. 23



White Canvas Group LLC — N0001416P3021 — Fall 2016

Appendix A
Definitions

APT28 (acronym) Advanced Persistent Threat 28. APT28 is a cyber espionage group with
suspected ties to the Russian Intelligence Services. Also known as Fancy Bear, Pawn Storm,
Sofacy Group, Sednit and STRONTIUM.

Carding (term) is a term describing fraudulent act of trafficking of credit card, bank account and
other personal information online.

Clear Web (term) The Clear Web is the layer of the Internet which most of us are familiar with,
this is publicly accessible web pages that are largely indexed on various search engines. This
layer is also known as the Surface Web.

Crowdsourcing (term) Crowdsourcing is the act of obtaining information by enlisting the
services of a number of people, paid or unpaid, typically via the Internet.

Dark Web (term) The Dark Web is the layer of the Internet that are intentionally and securely
hidden from view. Special software and browser configurations are required to access the data.

DDoS (acronym) Distributed Denial of Service.

Dezinformatsiya (Russian term) Transliterated from Russian, it is the term used for
disinformation campaigns, which is the act of intentionally providing false or misleading
information that is spread in a calculating way to deceive audiences.

Distributed Denial of Service (term) A DDoS attack is a type of Denial of Service (DoS) attack
where multiple compromised systems, which are often infected with a Trojan, are used to target
a single system causing a Denial of Service (DoS) attack.

Deep Web (term) The Deep Web is the layer of the Internet that is hidden from the public.
Authentication is required to access the data within.

False Flag (term) The term “False Flag” is used to describe cover operations that are designed to
deceive in such a way that the operations appear as though they are being carried out by entities,
groups, or nations other than those who planned and executed them.

Hacking (term) The act of hacking is to use a computer to gain unauthorized access to data in a
system.

Hacktivism (term) The term hacktivism is the act of hacking or breaking into a computer
system, for a politically or socially motivated purpose.

Hacktivist (term) A hactivist is the individual that performs the act of hacktivism.
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I2P (acronym) The Invisible Internet Project.

Invisible Internet Project (term) The I2P network is an anonymous, peer-to-peer distributed
communication network that allows access the Dark Web using a proxy.

IP (acronym) Internet Protocol Address.

Internet Protocol Address (term) This is a numerical label assigned to a device participating in
a computer network utilizing the internet.

Keylogger (term) A Keylogger refers to software designed to monitor keyboard strokes.
ISHD (acronym) Islamic State Hacking Division.
ISIS (acronym) Islamic State in Iraq and Syria.

Jihad (Arabic term) An Arabic term for a holy way or crusade fought by Muslims to defend
their spiritual beliefs.

PAI (acronym) Publicly Available Information.

Proxy (term) In computer networks, a proxy server is a server that acts as an intermediary for
requests from clients seeking resources from other servers.

RAT (acronym) Remote Access Trojan.

Remote Access Trojan (term) This term refers to a malware program that includes a backdoor
administrative control over the target computer.

Sofacy Group (term) The Sofacy Group is a cyber espionage group with suspected ties to the
Russian Intelligence Services. Also known as Fancy Bear, Pawn Storm, APT28, Sednit and
STRONTIUM.

The Onion Router (term) Also known as TOR. It is a free software and open network that helps
maintain anonymity and allows access to the Dark Web’s .onion websites.

TOR (acronym) The Onion Router.

Torrent (term) A torrent file is a computer file that contains metadata about files and folders that
are to be distributed amongst various computers.

Troll (term) In Internet slang, a troll is a person who sows discord on the Internet by starting
arguments or upsetting people, by posting inflammatory, extraneous or off-topic messages in an
online community with the deliberate intent of provoking readers into an emotional response.

TTP (acronym) Tactics, Techniques and Procedures.
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United Cyber Caliphate (term) ISIS’ hacking division.
UCC (acronym) United Cyber Caliphate.

URL (acronym) Uniform Resource Locator and is a reference (an address) to a resource on the
Internet.

Zeronet (term) Zeronet is an open, free and uncensorable network of websites using bitcoin
cryptography and BitTorrent network technology.
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Appendix B
Example Working Deep and Dark Web domains / onions

[DO NOT ACCESS THESE LINKS WITHOUT ADEQUATE KNOWLEDGE AND
SAFETY METHODS PRIOR TO DOING SO]

Various Links:
http://dirnxxdraygbifgc.onion/
http://doe6ypf2fcyznaqS.onion/
http://oniichanylo2tsi4.onion/
http://oek4nfanuw4dccid.onion/
http://torlinksccquz7bi.onion
(8Chan) http://oxwugzccvk3dk6tj.onion/index.html

Search Engines:
Torch Search: http://xmh57jrzrnw6insl.onion/
Hidden Wiki: http://wikitorcwogtsifs.onion/index.php/Main Page
Hidden Wiki: http://zqktlwidfecvobri.onion/wiki/index.php/Main_Page
Hidden Wiki: http://hdwikicorldcisiy.onion/index
Daniel’s Site: http://tt312x4k5ycaaSzt.onion/onions.php
Undernet Directory: http://underdj5ziov3ic7.onion/
Not Evil: http://hss3uro2hsxfogfg.onion/
OnionDir: http://auutwvpt25zfyncd.onion/

Russian Marketplaces:
http://russianyhluzsk53.onion/
rusilkusru6f57uw.onion
http://rutorcémqdinc4cz.onion/
http://ramp5bb7v2abm34a.onion/login.php

Marketplaces:
http://drugs4ynx74xribs.onion/

Market Comparison:
http://deepdot35Swvmeyd5.onion/dark-net-market-comparison-chart/

Hacker For Hire:
6ivSkjosuivs6fcp.onion
http://2o0emrlfzdthnwkez.onion/

Electronics:
http://electrotev3tgo2p.onion/

Forums:
http://rhed4facuhjs4ldcS.onion/index.php
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http://bodytomind5hgl5r.onion/
http://rrccSuuudhh4o0z3c.onion/
http://svoboda2ncbezafa.onion/sign-up/
http://fbcySylyoegzqzcr.onion

Fraudulent IDs and Passports:
http://passporxakpmzurx.onion/
http://xtahwyig7olypdgSr.onion/

Social Stuff:
Meetups in Germany:
http://6v6g4eimSb2rrhd4.onion/

Financial Services:
Wall Street:
http://2walldbengigzlno.onion/

Bicoin Laundry--- in case they are dirty ya know
http://laundrymy244rcwn.onion/

Did you need a new paypal account? Get yours here!
http://ccpalstoSgglun22.onion/

Templar Knights!
http://tknijuhhdg4476vl.onion/

ISIS on the Dark Web:
http://ou7zytv3h2vyaosqg.onion/

8Chan IS Catalog:
http://oxwugzccvk3dk6tj.onion/islamicstate/catalog.html

Jihad Archives: (up and down)
http://agjz2pipagqgsm2cg.onion

Hacked by ISIS (old)
http://iSrbhal2iegfqzni.onion/

pg. 28



soAUDDBHUM & B
1

welbold diysmole absjjon) sbury © jjlessny (|if

_WISLI0LI8] 1N0OQE 8Jed
1,UOP NOA aJoul 8y] ‘BISsSnyY 0] aJe NOA Jesolo ay|,,

ainn4 ay} 1o} suoneaijdwy pue und jo asty ayl

:30UaNJu| uBISSNY

SNOILY3dO 140ddNS G3ONVAQY HIFAD.




SNOILYHIJO0 LHOddNS QIINVAQY HIBAD

) o N

910z ‘ebuajieyn ueissny ay| ‘@snoH weyiey)d
‘9|qnedwooul Ajjejuawepun)
ale eISSNyY JO aS0Oy] pue s)salalul J1baens pue sanjea s,1Sa/\\ ayl

a|doad uedlswy 0} p3-do unnd ‘A
.'Snisurebe 1o sn
yum Jayila a1,nok,, uebo|s ayl Japun Jayiabol suonijeod buijgqod
9210} 31niq uo AJ9]0s BuiAjal se 1ng Adeioowap Jo |[apowl
B Se J0U eolaWwy 9as AjBuisealoul plaom ayl punoJe Suol||iN

sJopeaT ueadoing woul 198 uadO 600z dunr

‘adoin3 uisise] pue [enua)d Jo

uoleualLo anueesuel) ayl abus|jeys 0] pue 1salaiul S)l adueApe
01 J9pJ0 ul uonendiuew eipaw pue A1aglig 0] SJUSLISIAUI
paleAnow Ajeanijod pue sepexoo|q Abiaua wody buibuel

‘aJellem J1LLOU0ID JO SUBSW 1IBA0I pUR LIBAO SaSh BISSNY

;Jealyl e eissny sj




aulenn

. snuejag _

gb*. X
Bt ¢ |

puejuig apams

siaquiepy [eulbuO OLVN
BIAB|SOBNA

BI{BAO|SOYD9Z))
S8lIUN0D 1984 MESIBA
solignday 181A0S JaLio4

BISSNY

Gk

Jej\ p1o9 ayj buring adoun3

BE T




Ajey

epjenols

doy

yoazo Sa&.
7o

Auewsg ..
puejod 8
o b

sniejeg

eiuenyyi

¢ L &

g, ¥ RemioN

einje]

eluojs:

(hiesi) z661) Joquan 01SO | |
puejui4 uspemg SLEY & BISSNY .

sequay OLVvN [l

¥00¢ OLVN



BlUBWIOY . i aoueld

Kiebuny

enjeno|s
‘
“g,
Auewssg .. 3

Ucm_om ‘_wMuw
bt

sniejeg

eluenyy

BIAJeT] b
m_coummw

. ¥

)

O.1V¥N Bujuiol jo uoissnosiqg
(Areal) z661) Jaque OLSO
BIssny

equeiy O1VN

puejui4 uspams {3

L4

800¢ O1VN



SHOIIVYHICD LHOddNS QIINVAQY HIRAD

pesBuius] ur wog g6l
- o|_ pelbuluaT - SolWouod] pue MeT jJu| ul ea1baq s Lé L

[9juU] J33UNOJ - §OY sulof GLEL
0861

ISB}S UBWISL) ‘g SOSIAPY - Uspsai( 0} pa)sod
6861

Sald pajo9|a uebeay

UOIJN|OADY UBIUBWIOY

1661

MOP S3WO09 ||ep\ Ulldag

2010 S.J0Ae\ Bingsialad 1S Ul sonijod sisjus pue 9|7 e Se g9Y Wolj salney uolun J3IA0S jJo ||ed

G661 - C661 1epM| uelusog
Jep\ uayoayd isi 9661

1A09) S UIS)IBA Sliog siajug
8661

sJaulied Binqsia)ad 1S 19Yj0 UBASS /M aAljeIad00 ) eYde(q 04920 Sle}S

9S4 JO peay sawooag

Jep\ uUayoayo p
000¢

(subisas uIsydA) uIs)BA suog AQ INd Se paweN

pajsnQ JIAaSO|IN
Juapisald se pajoa|]

auljawi] s,unnd




0002

SNOILVEIAO LUOJJNS QIINVAGY HIBAD

Juapisaid se pajod|3z

.S9IWaUd Jou dJe eIssny pue g, ysng said yym bunes aloese|\ ue|seg

Juspisald se wial pZ FO0L

-{0 UonN|oAdy abueiQ
NOISS303d |_<m_O|_O/uch

ABPIAP3IAl /M AdBIDOWapUR], SISlU

600C

eI61099) sepeAu| eissny
60-66 JeM U3Y23YD pg

juapisaid se wia] p
10T

USPMOUS 0} WnjAsy
ueplewo.ing

uoljexauuy ueawl)
92102

8102 sladed eweued

N3VY3) uoilun dlwouod] ueiseiny

suoI1}99|3 |enuapisaid

auljawi] s,unnd




SS8JPPE U] IEPIEA 9L 190 22 uoleluo0Iju0) 01 8duabisaAuo) wol4 uing
edldwy o} pa-do LAN €1 das LI ANgels [eamng

JUOD YNy 20 994 01 . ,
yooadsg WNIUUBININ 66 990 0E ANV 2lwouoo3 ‘jeanijod ‘AiejliAl JO swia) ul AJIN08S SMaIA -

sayooadg A9y Jauped |enba ue se eissny BulldpiSuoo ul pa)salalul },Usl 1ISOAA-

UolnjoAal palojo9, e YIm Ajayl] - Wiy MOIY}IBAO 0} JNO SI JSOAA-
1S9\ U1 SJoAe] (918 ‘O1VYN ‘NN) @4nmosayyole Alinoas |eqolb ay| -
a|11n} SI 1sBA\N 98Ul Ag paysiigelss aiam jey) sajni Aq Aejd oy Builhl] -

"UOISJIBAQNS |BuJIB)UI pue uoissalbbe
|BUIBIXS WOJ) J|9S)I pUSjap ISNW pue PapPUNOLINS SI BISSNY -

wisljeJagi| Seop Jayjiau Ing HJOM Jou pIp WSIUNWWO) -

«-/A1njuad ayj jJo sydousejes
|eanijodoab 3sajealb ayj sem uolun }aIn0g ay} jo dnyeaug,,-

9pnpuo uind pid 1leym




SNOILYHIJO0 LHOddNS QIINVAQY HIBAD

) o N

(ALuouo29 O sJelual) ssauisng
EIPBIN

uoibley paziuebl)

(abps|Mmouy] JO SI81US2) uonEeoNP3
s1slI[e10adg / Aoeloneaing

Adeojpnp

(S84n10on.1S BAI10J809) Alell|ilN ‘82l110d

poddng Jo sJie[igd S.dieys auon

916bn.ns 1usjoinuoN Buibepp ul dieys auas i

S RAoedes 1jemod sy

JO uoisuedxs pue asurualurew Joj palinbal jemod Jo
$90Jn0S Ylm awibai bunsixa ay) Alddns 1ey) A1a100s
3y} JO su0onoas pue suonninsul ase yoddns Jo sue||id,

Bunjuiyl ueissny uo asuanjjuj s,dieys auay




pueIS| PUOM 8U} JO Tep) iseT -
Aioay1 reontjod yunod ayj -
sonijodoas) Jo suonepunoS -

Juw ueiseang pue Aydosojiyd
|eanijod Jo |ooyos ,ueiseing-0a|N,

uibn(Q Jpuexa|y

BOlIaWY Ul salouapuaj) jsiuone|os! yoddng -
s9ss900.d [eonijod jeusayul buizijigelsa( -
wsnelsedas pue Ajjigeisul |an4 -

.S9je3}S pajiun Uiyl

Alessadau aie)1g Alled auQ

.2doin3 jo ||e4o uonezipue|uld, 8y} s! [8ininy 8y} jo] ysel
(eissny maN) eAissoloNON 0} Ajjusnbauy siajey

plIOMIBY] 1O UoNeUIWOR. SN @6us||eyd 0] SI UoISSIW S,eISSNY
SiSaualuijed B Se weisAg Jejodiynjy 01 uinjal 1snwi

plHOM pue Aedap Jo a)e}s Ul'St (waisAg Jejodiun pue) 1sap) 9y L

.'Sh a1eulwiop 0] sanjea

[elagl| Mojje 0] [eshyal ayl pue ‘YSnN 9yl Jo |01u0d dibarens
‘wslonuepy 1o uonosaled syl :Awsua uowwod ayi Jo ajdiound
[eluswepun) ayl uo,, pPadNASUO0d aq ||IM aidw3 ueiseln3 ayl,,

eAISSOJOAON pue wsiueiseln3




uting ‘A

JHPINY) XopoyHQ
3y} pun Alojsiy Aq pasnju ‘WSHjorind
puD wsijpuorjou Jo Afojoapi uy

aulpap Jo posad buoj o Jayjo ‘Ajianay
Buiisaaur mou si uoynJiSIUILPD
8} YpIyM U1 S8)10] PaulID ay)

[IBU3IIS JIO0)3 pamauay
poL D Uo sjsal Jamod

$,0ISSNY *,|OAIAINS 10) A1DSS8)aU
Afainjosqo si -*Ajubaianos ani| ,

suonnjisul

oljeJoowa( |eJagi apoJ] -
aouan|ju|

JO aJaydg ueissny 210])S9Yy -
JapJO |euoneulsiu|

uo asueulwoq (Uld1sap))SN Yealg -
uoneusLO

OljUB|1Y-0JNT 8SIaAdY/Io)Y -

TVNOILVNYALNI

Aoual|isey |eulaiu| ainsuy -
(wsiuersein3) Ayyusp] ounsiq -
Ssauleals) UBISSNY pamausy -

9)elS 8y} JO |0U0D UIBUIBIA -

101-41VdINOD/J1LS3IINOA

sjeoy s unngd




SNOILYHIJO0 LHOddNS QIINVAQY HIBAD

) o N

~— —~ HIETY

CIPON s WOdLEYI

‘Bunjueg ‘eie1sg
|[eay ‘uononasuo) 5 : ‘
‘ABiou3 Bujuueds - . suoroues

: Japun Jou salj||y
sjasse ul suol||iq
ploy AjoAnoajjod

"'S9SSaUISNg JO WalsAs
xa|dwod ybnouy)
sBuljeap ssauisnq
jueoiiubls aneH

uopoej
Kaey)|w

"'SpusLy Zoenepe

IIAOIIS
Buojayl| urewsal pue

(Bangsialed 1S mou)
pelbuluaT Jo eale
awes ul dn maib ||y

Spudlig POoyUPITYD 9uL



dnoiq pipajy [puoyo

E____._Euhv " : 9
BYHIVYHOHTIVH

‘puny ysnis dnoib e

anv Se pasn uaaqg sey yoiym

Jayjoug s 1a1puy Junoo2k Myueq paleys

%mw% ozuasing 1eB1ag B SP|oY 9AI1}99]|00) 8y
P Jo uiy Jwy v , s

1SIMHINON - m_u_< mc._n_ v ' WCOD.UCNW @@@ _\

. O1031IVUIS

403 SE%Q’ o)jussing 1alpuy ﬁﬁ

Jepun jou sel||ly : ul Ajlunwwod pajeb
JuoJj-axe| e padojonsp
Jey) .uswssauisng,

HNVEMOYAZYD prediyg pesbulus] jo dnoig

@ BiogAp
VAISSOUNNY @ e ,,‘

Aojeweys 12[O}IN

9AIIO9[[0) Byde(q 04920

uopoey H__._o‘_w DIps| |puoliby

Aoy oo PR viissouNye i

q w<=a<<=ex=<:
YNYD|eAOY LINA

153M HINON
S HOYY3S3Y
T O1D3IVYUIS

YOI YIINID j’r“

@XINIL

AOUIIWS JIWIPeIA

cagual) 403U 30 @
NN
VLILIAA ] BYA0NYHLD

VAISSOUINYE @ eEvi09 ,, sAem|iey ueissny m\ﬁ-
C_sowhs_ JONIA -~ _ uiunye, Jiwipeja Iw_m_ﬁ._.wm.mﬂ“ UV“Q



L43INSONH

______. §0) daq 1wy

JSNJO2RG =
y 854410 1wy

(S B Aoxiupiog dspuexaly 7 4 _ . uiysas Joh|

Suor ues
9pun J J sall|ly

[HSVN J0 1p4
JJ0IS 5,ulind 3nDojoap|
(1own) nyg swy '

AOYING Ae|SIPBIA

Jussaud - 000Z dY} Jo
soeyo ay) ||e peonpoud

pue uolun }sIN0S
2y} JO ||e} 8y} pasned

: wonors N }S9\ 8y ey} ABojoapl
AUL 90D JO 41D : > - ay) p|oy A|papuiw-s|bul
§0) Sold Ju ‘ ,n:_ i sy Ul PIoy Ajpspulw-s|buls

oy _s__ g s____< Aouen 1961ag o=} ‘unngd ypum diysuonejas
\I;; W _ swm _m_ﬁ___x_“ L,ﬁ LR e 4 854 / 99X pesbuiusT
wm__.:_r:.v‘ LEISSY mmm .__Q ﬂux >OCN>_ .—Ouv__> , — | " \ - A>_HWOEV .._.O Q—JO«—@

\\...O..u.Ow.m<

¥AS S[044u0) IMIAOJIS §9M 83Ul

__=_=3 236 [{DN




1 1

1 18ju3) YJ0S NOWO
pipng [1oN 41
[l Youeuje eyjleyd Unp & i Aom“; IAG Ec:@ _3“_

SNOILYHIJO0 LHOddNS QIINVAQY HIBAD

)

|0J9Ud9 10JMS0I4

Ju| 09pI) JoumQ Juiy
$5814 JO U1 Jwij

uisa jleyNIN

)ID3s3Y JauIaju|
uLIa|n) pioduo)
1813}0)

uopoe; A uiyzobiig Auabaa)
Kaeyjpw anby2
/K3unaes Aauow ayy

INIAO|IS SY2.esio . INDYdIY3

==8 =ww ?QEB_
uuo) pnibuiua] uing

19]|IIN 19XV

uoynIUAY MaY,,

L3100
10§ U8 40 folY)

T

o)juayswi] Apeuuas

TSRS ) B SSIQEION 18Ui0

EvVJd0D




uIsa’ Aysnozaleg
ITeuMiin suog

Asuubep AOYIUQSIY AOYUBYSNA

eAolnogeg Ined EEIONEIS

elsse)seuy <
P

‘ o) w\ %
AOSJWSN BAOJIWS)ST ONUBUIANT  eAe)sAo)Iod UIYYIYo0¥ayoys
suog eAlejeN lapuexa|y BUUY LNA

(¢) pajeuissessy sjuauoddQ uijwary




Ll 9100BnJ)S uonewiojuj @ aguanjjuj ueissny

=




SNOILYHIJO0 LHOddNS QIINVAQY HIBAD

s | e N salbajel)s um-uim sAojdwa uayQ -
aoualjed o1bajens Aq paziiejoeley) -

(eAIsuayo
£T0Z 094 ‘UONOIPaId Ul 93UBI0S ybnoyy) asuaje( oibs)es)S se pajussald -
JO anjeA ayl ‘Aowiselas) AlgeA Jels uas Jo Jaiyd )

uolisuawip

. SSauUdANDaYa J1vY) ul suodeam
10 9210} J0 Jamod U] PaPaLIXd |BUISIXS pUB [euJSlul UB SISpISU0D SAeM|Y -

aney Aay) ‘sased Auew ul (Aeynn g @ouabyjgiuf)

‘pue ‘umolb sey sjeob oibarens 9|bbn.3s uonewloju] pue (Ansiulp ubieso -
pue [eanijod Buinaiyoe Jo )

suesL AeILLOU 10 9101 8L, AOJeABT) 92Udnjju] [e2131]od Usamiaq seoualayid
1noybBnoJy] pajeulplood pue JNisijoy SI aduanjjuy -
aulo0( SN ul uosliedwod |eal ON -

pauilejdx3 asuanjjuj ueissny




SNOILYHIJO0 LHOddNS QIINVAQY HIBAD

) o N

uibnjey) 6aj0 "uag ‘lepN goON wco_HmN_cmm._O Juol4 JO 1S3

SIN220 Aj|eal Jem ay)
aseo ul punoib asedaad 0} sny) Bunjiseiuno)
pue ‘esuswy une ‘esly ‘elsy

‘odoun3 Jo sjdoad ay) Jo saha
3] Ul S9)1e1S pajiun ayj usyeam UolleulSSesSSYy
0] ‘sal||e Buowe p1oosIp MOS
0] ‘O1VN ApenonJed ‘syos |je jo
soouel||e AJlunwiwog uIa)Sapp mbcmmmao‘_n_ . _,
ayj u1 sabpam aALIp 0} ‘ISaM 3
3y} Uayeam 0] Sainseall aAljoe \
. "uolIsiaAgns Ing ‘uol}09)|09 mbﬂmctoupc_th_
aouabifjeyul JoN, :,80usbijBul
19IA0S JO |[NOS pue leay auyj,

BuiBuduodom aIgHaGnIIe

INS JO Jybi| Ul SaInSea|\ aA1dY




SNOILYHIdO 1HOddNS OIINVADY HIFAD

‘BIpaw payoeq-aje}s YjIMm uoljeuipiood
ul Bunjoe sanljigedes 19qA9 pue Away |[04] Uuljwaly| ay)
SB UMOUY MOU 80uasald auljuo jJueuiwop ayj s }nsal ay |

abenbue| umo Jiayj seouaipne
100.4e] yum abebus 0] Japlo ul ‘syjiys abenbue v
uoneJsjsuad
pue yoeal peoiq aAaIyoe SoAljelleu ueiSSNy aIinsud
0} Jal|dijjnw 8210} e se sabed JuswWwWoOd pue spieoq
UoISSNISIP ‘elpaw Je120s a|qeluap Ajgisne|d Jo asn) '€
aouasaud auljuo |enuelsqns
B U}IM eipaw pasnooy Ajjeula)xa pue Ajjeulaju| 'z

aouanyjju| a|qeus 0} 18gAo °|

:JOA0D SJUBSW]SOAUI UBISSNY

aly 1ouaju| ayj ui 3|bbnI1S uoljew.oju]




sizeN a.e slapes| BuisoddQ lem Joj dald / @duel|isay

sinQ sI (8i1nyny 8y pue) eissny |0JJUOD pue JeMOd S .ulind \ﬁ__u__om

19pesT j8aly Se Ulind sanjep Ajlwe4, ueissny

andws Jo _Aunsaq, BISSNY Jeals) Jo uoljdadiad

uJ8)sopA JO uonounisig >H___Hw0r_ UJ3]SaAA 1O \ﬁc_mt@O
Buifeoa( sl 1So\\

SIW3IHL Aoeioows pabeuey, Jo aoue)dadoy

Jeudajuj - Sjeoy asuanjjuj




[HSVN 30 POsH
1aziunbi( yinoy

A &V 1 oxyuawaeA AjIsep

«MmeH»
«iSINQ,, auHamal *
mm  JUSWONON aoMoLoumedmLHe ml
1sloses-juy aoMoahmnLeddonat
ol3eIo0Wag YINnoA 90HETOLOp\ [HSVN §0 P4

AOYING AeB|SIPEIA

swelfoid YInoa - 99ual|isay [eoajod pue jein}jn)




HOMBNG BOEN ooz e riodal U s , . %u:.ﬂuﬁkn W_J \ @r_u "_.O.
i 8. - : | puuieu A ‘g
P r TP o L0 3 - 4 ) \

a.,m?nn

£=o> “_o uoluf) unissny
WNJ04 [BUDIlBUIBU| MXITOLUON

mo — m m €010D UMNDUNDD0d @d 913913304
[HSYN 1w

m WNJ04 Yino) [DI3ID[LI]
LHOMRN,, J0 POSH

\

9199 BEHXaToLON 1L30d|] - }I0M]}aN YInoA 199loid




aoue|eq syeas BISSNY asuodsay NI/OLVN 0 AJjiqy abusjieyd
sizeN aue siopes| buisoddo S9119190S JO UOIS8Y0 ) [BulalUl USY BN
19pesT j8aly Se Ulind uondnJuiod Jequod Jey) I1suj a|jgesi(
andwe 10 AUNSSQ. abeuolied Jo 3lomjau ajeaind
1S9\ JO uonounysiq O1V¥YN/N3 40 wselsnyjua @adNpay
Jossaibbe siisom SIWIHL SaJnjoel) Jo uoleqiaoexy

|eusalxy - sjeoy asuanjjuj




UMHeaOoaLr0oU-1oHddLHN 08LOLHAlY

JUSWUIDLIBUT DAJ
huaby aialag ulajsap-yrIoN

)11 qoby ‘dnoig pioiuo) ‘Aundwio) Buriain) pioiuo)

pwn(
sjanoysog Aaxaly ‘ . E. 9ply unnd

UIPOJOA Ae|SBYIRAA

YoJeasay Joulsju] = P} Aousby yoieosay jouisju] = SOIPN)S }Jaulsju| Jo} Aouaby

ou1bjQ woi4 sjjo4l / Awuy Jjo.L - Aouaby Yyaieasay jaulajuj




sainpniig Anag

Buipjoy Jjom

AOUR)SOp|RZ Japuexs|y

39Uan|juj |eUOUAALOU( - SIAJOM JUBIN



SNOILYHIJO0 LHOddNS QIINVAQY HIBAD

) o N

1SOAU| [0d - Shg
pajeulwoq SJ0}08S
1s9AU| 03 sbuluadQ
sal1ouspuadaq |1eN

SJ10)09g 2169)e4S Jo uondoo)

|0Jjuo?) |eloueUly
syo-iny ABisug | S8lel|lV 8307

uoneziojdouoy 1934e

9ouanjju| o1wouo0dg

sylomiaN  diysisuned
abeuoired 207
puedx3 ysijgels3

AxopoyuQ uJsise]

ain)yden SouSNnILUL tesnin eipal\ / abenbue]
ajels I3Ul [eIn3ng abueyox3 |einynd

SallIoUll\ ueissny

s109lo.d

@ouaulwold

/S1Salalu| 01 551
ss0z1pedwAS ueISSNY + 9S! uone|ndod jo souanju|
. 20UBADY Ssiellv .uonesadoo) o} sisjua),
sondaysoiny . SYUBL NUIYL salieIpawLId)u|
SISISUOLEN BIO [eomod Ul uopedionled
sjeso0)ny Buuidsy sbeuoned

@

99uU3njju| ueissny jJo sjauuey)



elRWOY

Aebung

BHRAOIS
ANIVEIN

pueiod

ejssny

eluenyin

(CAL FA)
oro Ozl
0v0l v I
zeo 09
vodas A uogerndod jo aBewandY

uessny s| abenBue) 15414

VAOQTION

VION| "HO4Y NV OV
%I1°'L
un NVISIMIRYL
(OLLLIC) O . %€ T NVIVau3ZY
g g & 0%C* 0 VINIWHY
zﬁmwwmm_m“ % 04 C*] VIDH03D
%
Y0l %8C
YNIHD o
U gLt (%6°S

%E '8 SNYV138 —
2=t YoL'LL %8°S VINVIHLIT —— Jo
b 0 vISSNY %Z 9T YIALYT °g
%8 $T VINOIST — =
G ST %S
L == | | &
-
UBISSNY diuyie Juadiad O

SIMLIOUI|\ ueISSNY JO asf



puejod

shiejeg eluenyyI

L .\..\TM ~ '

usapomsg

[oNn4 [ISSO4 ueISSNY
uo juspuadaq %001} -
10}09s uoljejiodsued]
wolj 4do UelA}eT] Jo %Ll -
BISSNY Wouy
sjisoda( yueg 0O %06 -
SJ92140
uelIssny pailjoy 402-01
ueissny o1uylg %/2
sioyeadg ueissny %06 <
uonejndod -

¥00¢C
N3 pue OLVN Paulor -

BIAJe] - Apn)g ase)




SNOILVH3IJO LHOddNS OIINVAQY HIBAD WU__m_mc
= Nﬁ-— 104 .
ol_mEE uny Jw Aundwo) R — m
. -_ﬂmommxu% siuobep sibn @)
N F4
N g9y 1wy (@)
En_ ‘_E“_ «eiAjeT wyall, VIS suni| - cv_m_u._cz
: @ olino] D) i 0., UOWDpUNOY p1sng IS
ajo3g supt TIVHSHYIA  (aInisa [pay ‘nipayy) A
sDjoIARS SuNp o A dnoiq pnaBinsy S
noaing buynquo) uoyu() : | m
UD UOHjU3ABI E csny A E=
P uolidnLio S F___W_wa.;_ . =3
oy LIS eyne i -
ejouepz euefje;] .
TS 4 0" wsizo
SSAYINO) ;zeﬂ_&w SUBZIUOUN]D m%w —:ow__._z m
10y suazijyuo P :
"- ) HyuoN ffM...,. & DIAD m
N oyusauodes) upuesyaly uaioy] ydasor ¥ , m
Y ENTITT Aing ¢
Aojiey)iN 19619 >_._o=_._a_._ Aoune] Aabuag

0€

sAoxeysn S|IN

sajel|iyV [es0]

BIN}ET

salielpawiaju|

Apnjg asen

sJapisu|



mmmmmmmmmmmmmmmmmmmmmmmmmmmmmm

¢s.eawn Auew ‘omi ‘auQ
1ounipe pue Josinoaid yjoqg se Q|

(olelem pazijeuoljewolul,,
uo siseydwa Ateijodwiajuon

ddl se Ol ueissny

SN 104 suoijealjdwy



120€d9L¥L000N | 9102 lled | 9128-0.8-202
woo dnoibseAueo8)iym@m Wi}

039 ‘AusagmaN wi)

ddM Mdvd ANV d33d dH1 NO NOILOVAdLNI

eLIAS pue beu| ul 81e1s J1We|S| pue S1012Y J9gAD ueissny

dnois




SOAUDDSHUME B

tl‘!

(81eydied

18gAD pajun) O9oN 4o (uoisiaip bupdey SIS|) AHSI Se umouy
sjuswa|ae bupjoey / 18gho gIS| vyl ‘Axoud-Aq 1o ‘0] pajelal Ajoadip
SeM eISSNY 1Byl swied a21nos-uado ajepl|eA 0] pawie yoieasay

‘S|euoIsSSajo.d pue SJ0]oNnJISuUl ‘siaulel] pasnoo)
-Ajjeuonelado pue Abojouyos) ‘ebenbue| Jo pasLIdwWod sem wes |

‘9102 JO Jaqwiaoa(] / JoaqUBAON

/ 1890J00 Ul sAep G¥ Jo polad e 1o} sulewop pue ‘saoe|diayiew
‘SLINJOJ gam YJeq pue dea( Jo spajpuny UO JUBWISSSSSE
UoljeW.IOUl pue SISA[eUE [enuew YjiMm pajonpuod Sem UoJeasay

ubisag pue sisayjodAH yosieasay




SOAUDDSHUME B

tl‘!

‘]aUl91U| 8Y] JO S1aAe|
uappIy paxapulun ayl ul yaaeasal Hunonpuod jo Anaiygip pue
A11xa|dwod ayl 01 anp pajiwl| sulewsal 21do] SIY] U0 Yyoaeasay -

‘sanljiqeded pajueape

Urm axeydifed 18gAD paliun anJay e ysijgelss pue ‘s|jixs 48gAo

aoueyus ‘AlIAIoR ueisSNy a1e|nwa Ajgissod 01 AJIAloe uelssny
Buriojiuow Ajaaissed SI SIS| 1Yl SuoljedIpul aJe aiay] ‘AenaMoH -

‘SIS| Pue S10}oy
19gA9 ueIsSsSny usam}aq sal} }2aJIp pue 9jqeldA0ISIpP Ou aJe
aJay} apnjouod gqap Yieq pue daag ayj uo sjnsad Yo.easay

UuoI}oNpPOo.IU|




SOAUDDSHUME B

tl‘!

salljigeded JO UOIIN|OAS
ue ul 3jnsaJa Aayl moy pue sdl | Jo aduabianuod ay) ssassy -

Anuspuadspul si010e pajel|iye-S|s|
pue S1019e uelssny Ylog JO Sd1 1 gapn d4eq pue dasaq ayy Apnis -

1SN am gapn Ydeq pue deaq ayj ul siojoe JagAo
ueissny sJojluow AjpAissed g|S| Moy pue i puejsiapun o]

ABojopoyla|N yoieasay




SOAUDDSHUME B

“ags

UopEULICU| s)odsy
ueljdiiasgng INUS

paxapul-uou
pue a|qIssany

SjUBLINIoQ 83M d330 3FHL
[egaq

} d

g3M MYva 3IHL

sa0inosay
BLIUIBACS

slauenu| UopELIoU)|
Jyizads J{Wapeay
UOJEZ|UESIE)

sauldua yoieas Ag
PaXapul pUE 3|gIS5a20Y

e} \ Se dis dF

JouJaju| ay3 Jo siahe] ayl




SOAUDDSHUME B

“ags

sepuabe a14198ds 413yl 110ddns 01 elep
urelgo Ajjebarql pue Alinnoe Aep Aians
1dnusip 01 anunuod sdnoub saiyy ||V -

Sa1Isga/\ bupjoeH -

SjuNnoJJe
eIPaW |e120S 40 |rews bupjoeH -
(So@aq) ad1AJ8s Jo Jelua@ pawnqglisiq -

Bunjoey
ul 1Sa4a1ul palsaA e sey dnoub yoeg -

:SOI}IAIJO. Ul SONLIE|IWIS

QIS| pue eissny uaamlag sal] 9y} buissassy




wlimy FEUG AW MV

SDAUDDSBJIYM ﬂt..«“ 910242q0J00G# EBISSOIONON# SOJPUYHYXS|Y/WO0I H00qa08)
mmeCOﬁ_ # Ox COO._.WS_# W._ n_l_% >._.mE wn W% Aunages preliaquing
91029dgk LX0G# B1220d0ogoH# sulBuzkio eweuIO# Qv# XCNAEH

avooiny# ieubisaq# Qe# 1eplings
aliSqem# ubisaq# qeme L1# dojanaQ

OOBQHO[T# OXhOodeN# JdH LI# eXTo8D# ‘

yAu neiey| Jjpuexajy

Au,jneiey] Jpuexa
epepy  seldes gsieem]  sjeem| YAu,|neJey Jpuexsjy

6 o eyl

AV6L

N_ MQ_.S D 1a)iM] YoIeas i sab ...,.h_n SUOIEOION ' uawop 4 woH

S||04L ueISSNYy




SOAUDDSHUME B

“ags

aleMelA - pazAjeue
(3]eS) Ssaod0e eipawl |BI00S - (Y3 p1ed upald) buipie) - Swin.ioj
S)OBH - bupjoeH -
SapInb 01-MOH - pneid - m w N

:s01d0 | uoissnasig wnio4 doj

-SUO0llesIsAUQ0y) 1eX}deH doj

swinJoy Jayoey
ueIsSsSny aAIoe

Ve

paiel|ijje ueissny
SEe pasSSasse swnlioj

bV

.................

1l
@

l
@

s1ybisu| A3y pue Abojopoyla|N yoieasay

sdL1 g9M jeq ueissny

spuali] qap Y4eq pue dea(q JagAhoH ueissny




SOAUDDSHUME B

“ags

omsose SeE s Boou SRR - SR aulsoEeE S —H!.

TLisies

swinio4 gap deag SiS| Bulianoosiq




SOAUDDSHUME B

t.‘_«

soe|d1ade - epuebedo.d - pazAjeue
sa|es - ! SMaN - : Swin.oj
S1UN0J2E BIPaW |BI00S - pnei -
SapInb 0}-MOH - " BunjoeH - m w N
'SUOI1BSI9AUOY JaxoeH do| :so1do| uoIssnasig wnio4 doj
swinio m palelye SIS| m =
bupjoey diqely ©  SB pPIsSSasSSe SWnioy B
= i ==
‘ ‘ 1

s1ybisu| A3)] pue AbojopoylsN yoleasay

Sd1ll 9°M Xieq SIS

spual] q9p Jieq pue deaq 4199/L9H QIS]




willmy

SDAUDDSIUM & B

,...
|]sauuey) welbala] e

118y uo areydifed 48949 A LR
panun syl Aq pajowold - = [ =
'019 ‘suonealgnd funds = s =
gedy ‘1T Jaquuisrdas . — e =
‘elIjewos ‘uelsiueyby p e
uo uoljew.aojul Irson tos1 s e teod
‘seuos.ad Jo A1aLren = = = e e

e Bullanod sa|ly +0005 °

_—————
210z —800z Woapasnul « T

& | e

:9}1S JO sisAjeuy

=] wny xepuyuouo ogwsbbedidzzlie

SOAIYDJY peyIr — a)ISqOM Yieq epled-|y Jo Aianoasiqg




SOAUDDSHUME B

tl‘!

..\

yejejiyey J2q4Ao

ajeydijen 19qA9 pajun ayL



SDAUDDSJIUM M-.w
suolneoljdde sjigow asn pue
swiaojye|d eipaw [e120S pue sayisgam ajdinjnw uo epuebedoad ysijgnd Asyl yoiym

ul AouepunpaJ uo paseq JUsapIAa SI 8duasaid auljuo [enubip Jusuewaad e 10) aa1saq -

awn
SIY] 18 wn.Joj Jo aduasald e urejulew 01 paiinbal uoneansiydos Jo Yor| e sayealpul
‘g9 Jea|D ayi 01 Ajerelpawiwi spulod ey ‘Alljiqeded gapn aeq pauwi

SMUI| 03\ 183D JO UoIeuIWaSSIP
pue sd 11 jo Buireys syl 01 pauwi| st gapn dead syl uo AlAnde SIs|

ga/\ daa@ ayy uo s|IMs bujory uaes| 01 S1019e JJOM-aUO0| 40} Bulj|ed speaay] -

;O\ B3] 9y} uo s||o4} 3y} Ajjesiyioads ‘siojoe 19gAd ueissny
9y3 jo Jeyl Jouaiw 03 Ajjiqedes 19qAho sj1 mouab o) bunndwale si SIS|




SOAUDDSHUME B

tl‘!

ayeydije) 18gAD paliun ayy buipaebaa uonew.opul
ayeulwn||l pue sdnoib om] syl usamiaq SHul| jeuonippe
apInoad Aew $821N0S 13Y10 YlIM paulquuod JI ‘uoiewaojul siyg -

s|auueyd pardAious 1a49as bulpnjoul
sueaw JualalJip buisn Bunediunwwol aie Aayl ajgissod sy -

yoJleasal BurLinp patanoodsip S|S| pue sueissny uaaml}ad gap
yleq pue dea ayj Uuo UOIEIIUNWIWOI }23JIP JO 9DUBPIAS ON

sdeo) uoljew.oju|




SOAUDDSHUME B

tl‘_«

‘swiIe|d asayy 11oddns 01 aouapins 10U papino.ad

yoJeasal 1no ‘1anamoH ubredwed 1eqoib e Jo 1aed se sjeuiwlid

190942 pasosuods a1e1s 10 siaxoeH uelissny 1aylia Ag paxoeq si

ayeydije) 18gAD paliun ayl 1eyl abessaw ayj 109load o1 saeadde
elpaw ay ] "areydije) 1agAD syl si Jaijpno bulurewsals suQ -

‘sAem

}0aldIpul ‘9S00] Ul }SIXd S4d 11 d9M Nleq pue deag ueissny

JO 9dueAlIasqo aAlssed QIS| JO suonedlpul ‘SIS| pue eissny
UBdM]a( UoIedIuUNWWOD }23lIP JO 92UIPIAD OU SI 343Y) 3IYM

uoisnjouo’n




9128-0.8-¢0¢
wo9 dnoibseAueoa)iymm Wi}

039 ‘AusagmaN wi)

olglo)ls




